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Issues

If one looks into the history of large scale disasters, definitely Chernobyl and
Katrina are on the top of the list. Do they have commonalities when it comes
to the vulnerability assessment of complex systems with reference, either
to technical / human or to natural hazards initiation?

A generic model developed recently for quantitative vulnerability assessment
of complex system (e.g. system of systems), has been proved to have a robust
structure in order to assess and quantify a vulnerability related indicator for a
variety of threats (induced by either technical or natural events), for critical
infrastructures such as petrochemical and refineries.

A sequence of examples is prepared by the authors, in order to acquire a
consolidated system vulnerability metric, leading to a vulnerability
associated number and a acceptance matrix. It is argued that this ,
irrespective that one addresses technical systems e.g. a nuclear reactor
exposed to undesired events which could change its operational stability, or
societal related vulnerabilities to critical infrastructures, induced by natural
hazards with potentially large and devastating consequences on the
operability of critical infrastructures at regional level e.g. the case of New
Orleans and its vicinities.

An open debate is proposed in order to achieve what one could call
vulnerability governance, as a complementary concept to recently lunched
concept of risk governance, in order to assess the overall technical and




Vulnerability

The general QVA approach (see the introductory module) postulates that system's
monitored parameters may be aggregated such that the control variables U and V of
the cuspidal stability model for vulnerability analysis be obtained. Also in the general
approach, one submits that U and V are membership functions of the fuzzy theory of
impact indicators.

When a QVA concept is tempted in relation to a specific system - such as a
coherently functioning industrial installation, the U and V parameters of the QVA
theory should naturally emerge from the phyS|cal laws governing the processes that
the system hosts. The difference between the 'fast variables' and the 'slow variables
is maintained. However, the actual U and V parameters of the equation of state may
depend on ALL input variables, whether fast or slow, in intricate fashions.

The most general criterion of feasibility of a QVA approach to a specific (as opposed
to 'general’) system may read:

A SYSTEM MAY BECOME A SUBJECT OF A QVA - IN THE SENSE ADOPTED IN
THIS WORK - IF ITS PROCESS EQUATIONS ARE AMENABLE TO AN
EQUATION OF STATE Z = Z(U, V) HAVING AS SPACE OF STATIONARY
SOLUTIONS A CUSPIDAL FOIL FEATURING STABILITY AND INSTABILITY
REGIONS.

Since the process equations may wildly vary from system to system, it becomes
virtually impossible to design a universal interface for a QVA code. On the other
hand, however, the general framework observed with the 'generic’, and 'territorial’,
vulnerability machines still stands valid.
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The Model

—

THE MODEL-SYSTEM is a nuclear reactor with two temperature zones and with delayed neutrons neglected.
The model equations are:

dQ/dt = (Re/L)Q
(RoF.VF.CpF).dTF/dt = VF.Q - kS.S.(TF - TC)
(RoC.VC.CpC).dTC/dt = kS.S.(TF - TC) - G.CpC.TC.phi

] where:

Q (W/m3) is the core power density;

TF (K) is the temperature in the zone 1 (fuel+clad);

TC (K) is the temperature in the zone 2 (primary coolant);
VF (m3) Is the fuel volume;

VC (m3) is the primary coolant volume;

CpF (J/(kg.K)) is the specific heat of fuel,

CpC (J/(kg.K)) is the specific heat of primary coolant;

RoF (kg/m3) is the fuel density;

RoC (kg/m3)) is the primary coolant density;

kS (W/(m2.K)) is the global coefficient of heat transfer, and

S (m2) is the surface of heat transfer between zones 1 and 2;
G (kg/s) is the coolant massic flow;

Rc (1.0e-5 dk/k) IS the total reactivity;

L is of the order of 1.0e-4 s, for thermal neutrons;
phi IS a scaling constant.




The Model

With the adiabatic approximation one has:
dTF/dt=0

dTC/dt =0,

which makes Eqs.(2), (3) read:
VF.Q-kS.S.(TF-TC)=0
kS.S.(TF - TC) - G.CpC.TC.phi =0.
Solving the system (5) one obtains:
TF=A.Q

TC =B.Q,

with

A = VF(1/(kS.S) + 1/W)

B = VF(1/W)

W = G.CpC.phi.




The Model

—
The total reactivity Rc is composed

and two temperature-feedback terms relating to fuel and primary coolant, respectively:

Rc = RcO + alphaF.TF + alphaC.TC

In turn, it is generally admitted that

alphaC =a+b.TC

alphaF =c + d.TF

Introducing Eq.(9) and Egs.(6,7) into Eq.(8), and then the resulting Eq.(8) into Eqg.(1) one obtains:
L.dQ/dt = Rc0.Q + n.Q%+ m.Q?3

with

n=cA+a.B

m = d.A?+ b.B?

The change of variable

g =Q - epsilon

transforms Eq.(10, 11) into:
Ldg/dt=qg®+U.q+V

where

U = Rc0/m - n%/(3 m?)

V = 2(n/(3m))3 -n.Rc0/(3 m?)

and

epsilon = -n/(3m).

The stationary solution is obtain taking in Eq.(13)
dg/dt =0,

That is:

= g3+U.q+V=0. (16)

Equation (16) is the 'equation of state' of the system, in the sense of the model, providing a space of states (also
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"I remember reading that civilization is only
ever three missed meals away from anarchy"

James MacMillan, Glasgow, UK
BBC News
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Backbone

‘Society' as a collection of many, M, interacting individuals, of
which M, are law-abiding, and M, are not.

The 'Normal' condition of a 'law-and-order-patterned, functional’
society/community implies M,;>>M,,.
A Katrina-scale event:

1 disrupts the critical infrastructures (Cl - power, sewage,

drinking water, health services, police, firefight etc.) in an time-
evolving aggravating sequence,;

As a certain 'unpredictable’ limit in Cl degrading is crossed, the
law-and-order society collapses into an anarchic, lawless society,
featuring M,>>M;,.

The Gheorghe-Vamanu QVA model comes in:

Model's main task is to reveal where the hidden fault which, if
crossed, makes the lawful society collapse into a lawless society
Is, and how could it be hopefully detected in advance.




The task translates intc

Use V-MATRIX!
Define the U-class as ‘Critical Infrastructure (Cl) Dependency Index’
and the V-class as ‘Cl Management Capability and Availability’.

Identify a sufficient number of U-class indicators among those offered
by V-MATRIX — typically indicators qualifying welfare (from GDP/capita
to number of Internet users...).

Identify a sufficient number of V-class indicators among those offered
by V-MATRIX —typically indicators qualifying infrastructure availability
and management (from electricity generation capability to radios and
TV sets per cap etc) — needs careful consideration, of course.

Conduct Quantitative Vulnerability Assessment:
m for U.S.
m for New Orleans — if feasible (indicators?)

m for other catastrophe-struck countries (South-East Asia, Japan
etc.)

Discuss calibration via model’s ‘temperature’ and ‘tolerability offset’,
and use/suggest Katrina as calibration case!







M1 — Law-Abiding Citizens

M2 — Law-Breaching Citizens

M — Total Constituents

W — Transition Probabilities

Z — Governability Fraction

U — Infrastructural Services Addiction

Index

V — Societal Management Issues and
Deficiencies Index

T — System ‘Temperature’




Theme: Societal Governability Collapse Under Disas

U: Integrates dependence on infrastructural
services; loosely relating to standards of
living and affluence.

V: Integrates societal issues and capability
to manage these.

S: Increases vulnerability when incremented.
I: Decreases vulnerability when
incremented.

Indicators

SOCIETAL GOVERNABILITY. MINIMAL SET.
1. DEMOGRAPHY
1-1-1. Religions
1-1-2. Literacy total population
2. ECONOMY

2-1-1. GDP - per capita purchasing power parity - $
2-1-2. Services
2-1-3. Unemployment rate
3. OTHER GOVERNABILITY RESOURCES
3-1-1. Military expenditures - percent of GDP

SOCIETAL GOVERNABILITY. THE EXTREME ASSUMPTION.
1. DEMOGRAPHY
1-1-1. Religions

2. ECONOMY
2-1-1. GDP - per capita purchasing power parity - $

U / V Allocation

Indicator Interdependence Matrix
1-1-1 1-1-2 e 3-1-1

1-1-1. Religions \%

» 1-1-2. Literacy total population U
2-1-1. GDP - per capita purchasing power parity - $ u 1-1-1. Religions 1 0 0
2-1-2. Services U 1-1-2. Literacy total population 0 1 0
2-1-3. Unemployment rate vV 2-1-1. GDP - per capita purchasing power parity -$ 0 0 0
3-1-1. Military expenditures - percent of GDP V 2-1-2. Services 0 0 i 0
2-1-3. Unemployment rate 0 0 i 0
3-1-1. Military expenditures - percent of GDP 0 0 i 1

Stimulator (S) / Inhibitor (1) Allocation

Assessment

1-1-1. Religions

1-1-2. Literacy total population
2-1-1. GDP - per capita purchasing power parity - $
2-1-2. Services

2-1-3. Unemployment rate

3-1-1. Military expenditures - percent of GDP
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